1.Introduction
Generally, an interconnection of physical systems is known as CPSs which are used for mission-essential tasks. For instance, water management and distribution plants, power grids and autonomous vehicles. Mostly, these systems are connected to support secluded monitoring and control. Due to the improved consequence of communication networks in control systems, the CPSs have supported protection and defence requests. Once those systems are related to the net, they emerge as vulnerable to cyber-attacks. For examples, cyber-attack on a Ukraine power plant in 2016, the Stuxnet malicious program that targeted a nuclear power plant and the insider risk on Australia's Moochy water services that occurred in 2000. Thus, there is a critical necessity for securing such CPSs against those situations given that vulnerabilities in industrial tasks may cause overwhelming consequences to the economic system, public protection and even individual life-style [1] . During the past decades, different attack detection and control techniques have conveyed a numerous interest.
*Author for correspondence A number of solutions spotlight on a specific type of attacks and the goals are designing the detection techniques or constructing the attack-resilient controllers in accordance with the characteristics of the considered attacks like denial-of-service (DoS) attacks, false data injection attacks, replay attacks, etc. However, those schemes have additional complexity in many situations for accepting a prior awareness about the type of attacks to be inserted into the system. For example, precise policies used for creating the counterfeit measurement data are unusual and not easy to be differentiated till the attacks are detected. In fact, detection of the attack types is not constantly mandatory, because the imperative idea is detecting a survival of the attack and then removing it for making sure the protection [2] . Therefore, systematic techniques have been developed to discover attacks and estimate the suitable security policies for different attack situations. attacks economically. In this article, an overview of previous researches associated with the anomaly detection in CPSs using deep learning algorithms. The key objective of this paper is to study the detailed information on different deep learning algorithms utilized for anomaly detection in CPSs. In addition, their limitations are addressed to further improve the detection of attacks in CPSs efficiently.
The remaining of the article is structured as follows: Section 2 provides the previous researches related to anomaly detection using deep learning algorithms. Section 3 compares the performance efficiency of those algorithms and section 4 concludes the survey that reviews an entire discussion.
2.Survey on cyber-attack detection schemes
In this section, the works related to the cyber-attack detection schemes are studied in detail. Machine learning algorithms [3] were used for classifying the measurements as being secure or attacked in the smart grids. This framework was provided for exploiting prior information about the system and surmounting limitations from the sparse composition in the machine learning. Here, decision and feature level fusion were used along with well-known batch and online learning algorithms for modeling the attack detection problem. Also, unobservable attacks were detected by using statistical learning methods and analyzing the relationships between statistical and geometric properties of attack vectors in the attack scenarios.
Artificial neural network (ANN) based intrusion detection system [4] was proposed for analyzing internet of things (IoT) threats. The most important goal of this system was to classify the ordinary and treat patterns on IoT network for detecting distributed DoS (DDoS)/DoS attacks. In this system, a multilevel perceptron was trained by using internet packet traces. After that, the trained model was assessed on its capability to thwart DDoS attacks. Moreover, the overall performance of the ANN was analyzed against a simulated IoT network.
Anomaly detection [5] was proposed in the CPSs by means of recurrent neural network (RNN). The foremost aim of this system was providing a novel method to behavioral-based intrusion detection in CPSs. In this system, long short-term memory (LSTM)-RNN was used as a predictor to model the normal data characteristics in CPSs. After that, the cumulative sum method was used for identifying the abnormalities in a water management plant. Anomaly-based detection approach [6] was proposed to detect and classify the attacks in CPS. Initially, anomaly detection was used for defining normal system characteristics based on the computation of outlier scores. After that, this model was compared with the new data for detecting anomalies. Furthermore, the supervised attacks model was trained by using a Bayes classifier. Then, the abnormality was classified by applying the attack model and measuring the prediction confidences for trained classes.
A detection scheme [7] for DDoS attacks detection in smart grids was proposed in which a discrete wavelet transform was applied to input data for extracting the features. Additionally, a convolutional neural network (CNN) was trained by using the extracted features and testing was performed for detecting anomalous characteristics in the data according to the threshold value. Anomaly detection in a water management system [8] was proposed based on the unsupervised machine learning algorithm. In this technique, deep neural network (DNN) and one-class support vector machine (SVM) were adapted to time series data generated by a CPS. Such methods were evaluated against data from the secure water treatment (SWaT) testbed. Initially, the detectors for both methods were trained by using a log generated through SWaT operating under different attack conditions. Moreover, LSTM framework was used for prediction of dynamic behavior of SWaT.
An intelligent sensor attack detection method [9] was proposed based on DNN algorithm for an automotive CPS. The core objective of this approach was detecting the deception attacks without any prior information. In this method, an autonomous vehicle with inertial measurement unit (IMU) and wheel encoder sensors were investigated under uncertainty and nonlinearity conditions during driving. Initially, types of attacks on the sensors were identified and a model was chosen to design its framework.
Moreover, the performance was trained and validated on real measurement data gathered from unmanned ground vehicles. A novel data analytical approach [10] was proposed for false data injection attack mitigation in smart grids. In this approach, the false data injection attacks were detected according to the data-centric paradigm which employs margin setting algorithm (MSA). Based on the data gathered, MSA was trained to detect the threat patterns and achieve anomaly detection in CPS with high accuracy. In addition, the performance analysis was performed based on both theoretical and practical manner.
Real-time detection of false data injection attacks [11] was proposed in smart grids by using a deep learning-based intelligent method. In this approach, the chronological data and the captured features were used to identify the false data injection attacks in real-time. Also, an optimization model was proposed for characterizing the behavior of false data injection attack that compromises the inadequate number of state measurement of the power system for electricity theft. Distributed attack detection scheme [12] was proposed by using deep learning for internet-ofthings. The main objective of this scheme was adopting deep learning to cyber security for enabling the attacks detection in social IoT.
Cyber-attack detection [13] was achieved by using a deep learning approach with the aim of utilizing the training dataset to train the pre-established neural network in offline mode with adjusting weights of the neural network. After that, the neural network was used for detecting the cyber-attacks in the cloud system in online mode. Moreover, the performance was evaluated by considering three empirical public datasets namely KDDcup 1999, NSL-KDD and UNSW-NB15. To detect cyber-attacks efficiently, the most significant features from those datasets were selected through Principal Component Analysis (PCA) which reduces the computational complexity. Intrusion detection [14] was proposed in CPS based on the Petri Net (PN Dynamic detection of false data injection attack [15] was proposed in smart grid by using deep learning. In this approach, a CNN and a LSTM network were adopted that observes both data measurements and network level features for mutually learning system states. Deep learning algorithm using transferentropy measures [16] was proposed for anomaly detection in CPS. In this method, a novel distributed deep learning algorithm was proposed to detect cyber-attacks in IoT by learning high-level features from data in an incremental manner. Initially, transfer-entropy was measured including with various parameters such as node, channel and network for sensor measurements. After that, the measured values were collected and trained by using deep learning classifiers. Here, both ANN and DNN were used to train the data that detects the existence of the cyberattacks in CPSs.
3.Results and discussions
This section presents a detail about merits and demerits of different cyber-attacks detection systems whose functional information is discussed in the previous section. Through the review on cyber-attack detection using deep learning algorithms, the following challenges are addressed.  By using multi-layer perceptron (MLP)-based intrusion detection scheme, a mean square error was slightly high.  The ability of LSTM-RNN was not effective to validate the false positives.  Due to the utilization of the Bayes classifier for detecting anomalies, only specific types of attacks such as DoS attacks and man-in-the-middle attacks were detected.  The processing time was increased by using CNN for anomaly detection and also it has less accuracy.  The efficiency of intelligent sensor attack detection was less since it does not has the ability to operate under complex driving conditions like slope, turning, etc.  Moreover, MSA based attack mitigation scheme does not handle numerous amount of data during attack detection process.  Detection time and energy consumption were required to analyze by using neural network based cyber-attack detection.  The computation cost of DNN and NFOHPNbased intrusion detection methods was high. For MLP, mean absolute error was high.
Simple linear regression: mean absolute error (MAE)=0.0059, root mean square error (RMSE)= 0.0439,Accuracy=89.53%.
MLP: MAE=0.1776,RMSE=0.2123, Accuracy=90.18% [5] LSTM-RNN for behavioural-based intrusion detection Different types of attacks can be detected efficiently.
The ability was less for validating the false positives.
Nil [6] Bayes classifier based anomaly detection
It has the ability to detect and classify the anomaly behaviors.
This classifier detects only specific types of attacks and the performance was not analyzed.
Nil [7] CNN based detection approach 
4.Conclusion
In this article, a detailed review of cyber-attack detection schemes based on deep learning algorithms in CPSs was presented. Obviously, it shows all researchers have experienced in various deep learning algorithms for detecting and mitigating the cyber-attacks in CPSs in order to enhance the cybersecurity than the traditional machine learning algorithms or other detection algorithms. According to this analysis, DNN with the transfer-entropy measure based anomaly detection in CPS has better performance than all other cyber-attack detection systems. However, it has high computational time complexity. Therefore, the future extension of this work could be further enhancement on DNN with the transfer-entropy measure based anomaly detection in CPS based on the advanced hybrid deep learning algorithms to improve further efficiency and reduce the computational cost significantly. 
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